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An admin must have "Setup>MS Teams" Privilege in their Role in the organization to do these instructions.
See What Admin Privileges are in Management Portal? [ (https//help.moviuscorp.com/help/what-admin-roles-
mmp) [

MS Teams administrator can use self-service on MMP Portal to make theconfiguration changes for
enabling MultiLine Messaging app for users in their organization. Please request Movius Support to
enable self-service for provisioning and installing MultiLine Messaging app in your tenant.

Prerequisites
e Firewall changes. Below URLs should be allowed for outbound traffic:
o o Secure websocket connections
o o s webclient-uk3.moviuscorp.net:443 (169.50.222.162)
o o = webclient-sngOl.moviuscorp.net:443 (161.202.2.132)
° o s webclient-wdcO6.moviuscorp.net:443 (169.63.160.154)
° o s webclient-dall2.moviuscorp.net:443 (169.63.26.234)
o o s sml-webrtc.moviuscorp.net:443 (169.63.129.151 / 169.63.26.230)
° o s lon02-webrtc.moviuscorp.net:443 (169.50.222.172)
° o s sngO0l-webrtc.moviuscorp.net:443 (161.202.2.140)

° o s slab-webrtc.moviuscorp.net:443 (169.46.89.190)

[ ]
o

Https connections

° o = sml.moviuscorp.net:8021 (169.63.160.148 / 169.63.26.228)
° ° = us.moviuscorp.net:8021 (169.63.160.148 / 169.63.26.228)
° ° = wdcgc2.moviuscorp.net:8021 (169.63.160.148)

o o s dall2.moviuscorp.net:8021 (169.63.26.228)

o o s uk3.moviuscorp.net:8021 (169.50.222.162)

° o s sngOl.moviuscorp.net:8021 (161.202.2.132)

° o s cdnakauamqllhbp9.cdn.appdomain.cloud

° o = workspace.movius.ai

e User running the Set Up should have Azure access to give consent to Movius application and
confirm creation in Azure AD.


https://help.moviuscorp.com/help/what-admin-roles-mmp
https://help.moviuscorp.com/help/what-admin-roles-mmp
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e Capture the information below during the setup.

SL No|Parameter |Information Value

I tenant_id |Azure AD tenant ID

2 client_id |Provided by Movius lee546f12-67ec-4432-b71a-fe7863b1fbfd

Step 1- The Azure admin needs to execute the below API by going to the consent URL and
approving the application.

Consent URL format:

https://login.microsoftonline.com/tenant_id/adminconsent?client_id=client_id [4

(https://login.microsoftonline.com/tenant_id/adminconsent?client_id=client_id) (4

Replace the tenant_id with your Azure AD tenant ID in which you want to add MultiLine Messaging
application and the client_id with the value from Table above.

B® Microsoft
abhinav.rajiv@moviusdemo.com

Permissions requested

Review for your organization
MuItIiLine MeS§aging
o
This app would like to:
v/ Have full access to user contacts
\~ Read and write user and shared contacts
/' Read and write user mailbox settings
/' Maintain access to data you have given it access to
\~ Read users' relevant people lists
\~ Read all users' relevant people lists
\/ Sign in and read user profile

\/ Send a teamwork activity to any user

If you accept, this app will get access to the specified resources
for all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Step 2 - Admin needs to log in with admin credentials and “Accept” to give consent to the
application.

Step 3 - After accepting, the below error will occur. This is expected. Ignore the error and
continue to the next step.


https://login.microsoftonline.com/tenant_id/adminconsent?client_id=client_id
https://login.microsoftonline.com/tenant_id/adminconsent?client_id=client_id
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@ workspace.movius.ai/Tadmin_c x +
€ o @ workspace.movius.ai/?admin_consent=True8itenant=7da15%7-02de-4360-8d71-2962dbe84add#

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

¥<Error>
<Code>AccessDenied</Code>
<Message>Access Denied</Message>
<Resource>/movius-cdn/</Resource>
<RequestId>3d72cee6-9885-4cde-ab3a-3%9cc9leeSlbc</RequestId>
<httpStatusCode>483</httpStatusCode>
[Errors

Once consent is given, admin can see the application under Enterprise applications in Azure AD.
Step 4 - Verify Tenant-Wide Admin Consent

Please ensure that tenant-wide admin consent has been granted for the MultiLine Messaging
application:

1. Navigate to Azure AD - Enterprise Applications - MultiLine Messaging.
2. Go to Permissions.
3. Click on Grant admin consent for [tenant-name].

4. A Microsoft login window will appear — please sign in using an account with Global
Administrator privileges.

5. Review the requested permissions and click Accept to grant consent for all users within the
tenant.

Home  moviusauth | Enterprise applications » Enterprise applications | All applications > MovwsConnect

2 MoviusConnect | Permissions
L]

Enterprise Application

Review permissions (U Refresh R Got feedback?
B Overview Ty
b Permissions
(D oeployment Plan Below is the list of permissions that have been granted for your organization As an administrator you can grant permissions 16 this app on behall of ol
eam more [2

X Diagnose and solve problems " .
v Manage You can review. revoke. and restore permissicns.

; Learn more. [2

Il Properties

:‘ Owners Grant admin consent for moviusauth

&. Roles and administrators

Admin consent User consent

& Users and groups

Search parmissior

2 single sign-on
,
& Provisioning A nae Claim value
C Self-service
Microsoft Graph (18)
iticiug Microsoft Graph s

M 1 Graph
% Conditional Access et

I +s Permissions Microsoft Graph

© Token encryption Micresoft Graph UserRead All

This ensures that all users within the tenant can access the application without needing individual
consent.

Step 5 - Verify User Assignment Settings
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Next, please verify that user sign-in is properly configured:
1. Go to Azure AD - Enterprise Applications = MultiLine Messaging.
2. Under Properties, confirm that “Enabled for users to sign in” is set to Yes.
3. Check if “Assignment required?” is enabled.
1. If Yes, please ensure that the required users are assigned under Users and groups.

2. Alternatively, you can set “Assignment required?” to No so that all users can access the
application.

Home > moviusauth | Enterprise applications - Enterprise applications | All applications » MoviusConnect

i MoviusConnect | Properties

Enterprise Application

i [@ Delete 27 Got feedback?

B Overview View and manage application settings for your Editing p like display user sign-in
settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
(D) Deployment Plan Administrator roles. Learn more
K Diagnose and solve problems Some of the displayed properties that are not editable are managed on the application registration in the application’s
home tenant.
“ Manage
e — Enabled for users to sign-in? () BEE No
&2 Owners Name
& Roles and administrators Homepage URL o
&2 Users and groups
Logo C
D Single sign-on
2 Provisioning
C Self-service
Application ID 3814Bcd0-2809-418e-9519-4ab11669fdcd s}
W Security ObjectID ¢ 110414a5-a72c-4f3¢-bf11-1970eec2449a D
& Conditional Access Assignment required? e GED
?. Permissions e
Visible 1o users? (0 Yes No
Q Token encryption
Notes
~ Adtivity
2D sign-inlogs

4l Usage & insights
B Auditlogs

s Provisioning logs

Note - Administrators can implement organizational policies within MS Teams Admin Center to pin
the app for all users within tenant, they have access to configure settings to make Multiline
Messaging application as a mandatory application for users within MS Teams.

Step 6 - Login to MMP portal, navigate to Setup>Feature Setting>MS Teams and click on Get
Started on Teams MultiLine Messaging.
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[4 movius a a2 G5

. ABCCorporation > Reports

Menu
MS Teams
Administration >
Number Management > - .
& Teams MultiLine Messaging
. Get Started

User Permissions To change this value you will be redirected

Feature Settings v

MS Teams

Teams MultiLine Calling

Messages Get Started
To change this value you will be redirected

In-App Notifications
Branding 4

Teams MoviusConnect
Get Started

To change this value you will be redirected

Step 7 - Enter the Tenant Id where the Teams MultiLine Messaging application was added and
click on Provision. Status will be updated to Provisioned.

Al the information displayed in Asia - Kolkata (1ST )

Menu MS Teams
Administration
Number Management Enable Teams MultiLine Messaging Enable s
User Permissions
Feature Settings -

Mobile Recording

Messages

SMS Opt-in
Mumh:& Indicator Enable Teams M-Connect Chat (D Enable s
I MS Teams
Social Messaging -
WhatsApp Messaging
Line
WeChat Enable Teams Calling
MCM Messaging Enable
In-App Notifications
Satellite Data
Out of office
Branding Disable Hyperlink
Enable

After the previous steps are completed, MMP administrators will have the option to edite the tenant id by
clicking on pencil icon next to status or disable the MultiLine Messaging for their organization by
switching off the toggle.

Step 8 - MMP administrators can then enable the MultiLine Messaging application for accounts
within their organization by turning on Teams MultiLine Messaging toggle.

e Teams MultiLine Messaging can be turned on from account without user having to onboard
the MultiLine mobile application.
e After the Subscriber logins to Teams Messaging for the first time, there status at account

changes to Activated and line record gets created. Teams MultiLine Messaging toggle is then
moved at line level.
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e Teams MultiLine Messaging toggle can be turned off in order to disable the feature for user.

SINGLE ACCOUNT

First Name * Application(s) * MultiLine -
Last Name * Assign Nurniber ©Q Azzign Number @
Organization X¥Z_Bark_Corp

I B User Permissions @ default cos for org 2000 (Default) «
Language Select Your Language -

Forwarding Numb-er

Account 1D *
e * Feature Social Messaging I‘,
v,

Notes M5 Teams Calling m
Tearns MoviusConnect (CJED
SRs

I Teams MultiLine Messaging m I

Adding Multiline Application to Microsoft Teams

These steps are completed by end-users to add the Microsoft Teams messaging app to
Microsoft Teams.
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The App can then be re-organized and pinned on the sidebar in Microsoft Teams.

Pop out app

About

Pin

Uninstall

MultiLine Accounts can also be created with provisioning APIs and Teams MultiLine Messaging will be
enabled through the APIs.
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MultiLine Accounts can also be created through excel Bulk Provisioning and Teams MultiLine Messaging
can be enabled for MultiLine accounts through excel.



